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Hardening basics

= From lowest to highest level

® [une every part of system and applications
» Follow standards and security: policies

® Regularly check system health

» |nstall security patches when possible

® | 0g and audit every action -

secured linux by default | www.securix.org



xxxxxxxxxxxxxxxxxxxxxxxxxxxxx

xxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxx
xxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxx

Physical security

» | ocked rack

x BlOS setup password

»  Console in different rack

// - How 1t helps?

x Avoid unauthorized access where
somebody can: ,
- shutdown server g
- reboot server Into single-user :
mode and change password
- boot live CD and access data
- sniff data on ethernet cable

- steal hard disks



Encrypting partitions

x |ts essential to have encrypted all-partitions except /boot and
swap (/, usr, home, var, opt, tmp)

®x NO IMpact on resources where 1s HW- acceleration possible

x my recommendation is LUKS

//-How. it helps?
» data stored are unreadable for attacker

®» passwords can't be changed during boot from live CD 65
g 5
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Securing Grub

®» protect grub using password

® generate hash using grulb-md5b-crypt
x protect single-user - boot via password as well

x setup falloack option

//-How: it helps?
® avoid unauthorized single-user mode boot

» fallback in case of problems with new kernel (&)

secured linux by default | www.securix.org



Kernel configuration

= cnabled only options which are really needed
- smaller/faster kernel
- Secure - big piece of code isn 't really heeded

® cnabled Pax and Grsecurity
- no LSM
- ropust multi-level security system

® Securix have minimalistic predefined kernel setup which
should boot on many systems by default P

_%é\
fo

secured linux by default | www.securix.org



YYYYYYYY uu Y999 YN NN Y

A AR AL LA IR RRRRRRRRRRN

RAA) IR RRRRRRRRRE
LA ” ” YYYYYYYYNYY S YN S

'0‘ UC&O .U UO‘O‘.‘ U.‘
‘2222 ) : PRRRRAR AR RRARE
IAALL L L L L ) L ..  » TYYYYYYY YN Y
A AR _ L PR RRRRRRRRRRRRE
uu JJ JJJ4J4,4J4,4,14J.,.4,, .
3 )

J.J.J.444114;4;4...,
T2 11199
TEYYYYNYYNY Y Y
J4¢_4JJJJ.JJ
~f4444 YIYYYYY Y
Y9955 9955 S
.f R RRRRARRRRN

ux by default | www.securix.org

M

sese
.

:o

o
£ d
.
.

-
.

o
.
..

-

v
v
-
.

.
.

44!1!4.»
TIYY YY1y Y1 y
THYNYNYYYYYYY Y

.4.4~4.4,4 4.‘ 3
TYYYYYYYY Y Y
TYIY Yy
FYYYYYYYY Yy Y
P 222200 ERRR
YT T2 109999y

JJJ.JJJ«-.-'.

J THNYYYYY Y

I RN AN
TYYYYIYYY

.
s
-
s

‘s

.
s::
et
ety
ooy

A ..

Y YT Y YTYTYYYYY™ Y
,,‘.44.44444J
.....44414JJJJ
RARRRRRRR RSN

Y Y Y Y Y Y Y YYYYYYYNYYS \ iy f Ay
Y Y Y Y Y Y YNYNYNNYY Y J_ )
TN YT YTYYY YY" YY SN JJJ .
TY)
2 4 $ ) _ “f . 231

Y YYYYYYY

.

45::

-0:.:
L e e
s

et
-

6,0:=Q- oy

! %

’a’ozc'::z
ML

L , Yy v . .,‘   
A..ﬁ‘wﬂwﬂﬂaﬂﬂVUVﬂ. — A Nesns ;
v vy .,,....JJ,JJJJfo AR AR R 2]

Y Y Y Y Y YYYNYY Y Y Y J” .
LELLEY b - .o
s A i o~
'Y YYYYYY Y 4‘1 JJJJJJEII : .,
YT YT YT YT YYYYY e
T YYY Y SN
¢ e 44,4J/4/JJJJJJJJJJJJJJ .
y Y Yy RBRRERRERRRRAR TN RRS

-ddddtJ.JJJJJJ
FY N YNYNYY S )

) :

. / ﬂﬂ444,ﬁ
YOO
ﬁ.ﬂﬂﬁﬁﬂJJ;J,,

Y ﬂJJJJJJJJJ,,,,

.,44,4/ 4‘. ...‘ . . ..
.....a; 14,444 JJ‘JJJJJJJJJJJJJJJJUJJJ
RRRERERRERRRRRRR R R RN RPN :f

Y Y Y Y YYYYYYYYYYYS ) TI T2 I T I I 1y

) | JJJJJJJJJJJ/«4....

YNY'YNYYY9 NN N NN NN Y Y Yy




JJJ.J‘a.c,aaa..-.....

T YT TR R IYYIYILYY
JJJJJJJJJJJJJJJJ,,,,.,,,
TY Y Y YT YT Y YNNIy
J¢4.4 TYIYIY I Y

.NJ.J.JJ‘-Aa-....
Y Y Y Y Y Y Y Y Y YYY Y Y Y Yy
R R R AR R AR R R
! TYIYYYY I IYYII Iy
3 TIX}
Y Y Y YTy YYY Y1y
| J.JJJ;J,,J...

. RSB RRARRRN
Y Y Y YY Y Y Y Yy Yy vy
NN Y YT Y Y Y Y Y Y Y Y Yy Y
TXI3I11110 0
JJJ,444‘.......
TR EYYIYY

444u44444..4,,.
TYYYYYYY Yy

/JJZJJJJQ:..
J.JJJ/:...-....
,4,4441444144441,,/
3 JJJ J44 ,44 TN
) | TYYYYNY Y
JJJJJJ.J,.,}_....
ﬂ YYEYXY Y Y YYYYIYI N

eev.

.'

TYEYYYYYYYYINY
TYYYYY Y YOS

YL YY
TYYTYYYYYYY Yy Yy Yy
TYYYYYYYYY Yy Y Yy
YN Y Y Y Y

e
oo

YHYHYYHYYYY Y Y
TYXLLYIYYYII Y

J,JJ,.44¢...
PR RRRRRN
TYXYYEYYYYY
T I2Y99%9%)Y

T YY9YY

Y YYYYYYYYYS
) ,_4.,.:%44
YYYYSYYS LJJ

YL
YYYNYIYYYSS
441/1444JJ
1TI I IYYIYYY
...44444J.J_JJ4
Y Y Y Y YYYYYS
1444JJ44J4
YT IIYY YY)
RRARRRR AR A

Y YYNYRNYNYSS

.

P
%%
e %%
»%e%:%
sguseses

.
.
-
-

i
e
b
M

._v
.
e
2
"

.
="
.
oo

Y Y YYYNNS '
LYY YYYIYYYYY Y)Y .
-ac-dleJJJ,JJ

ReRakasd Am
o
NARRNAARLLAR AR AR 00

Y YT IS
YTy YYYYYY Y
. ,........JJAJJJJJJ ' B

JJJJ. .
...:::::,f.
. ) ... . p ) Y \ Y 1 .;44 .41J44J414JJJJJJJJJJJ

1YY YYYYYYNYYYS ) | ‘
.;.144.444J.JJJJJJJJJ
YT YIYIYTYYIYIYIYD)Y JJJ .

Yy YT Y YT Y OYOYOYTYYTY
iy G ..,,,.,.,.nz.ﬂ/ﬂﬂ/ﬂ/ﬁ/ﬁ ﬂ
LTI IR IYIYITYYIOYIYIL Y] JJ X \ ;ﬂ%ﬁv DN
IR R R R R R R R R RS A AL A
Y T T T YT T T T T I T T T T T Y YTYYYY Y Y Y

444 YYYYIYYIY)Y

I T I T I I ITYTYTYTYIYIYTOYOYY ) @ TT)) 1 - ) * 3 44JJJ44444..4 1)
) YN N

'y JJ:J/ v9' %Y N NN N




Use phrases, not passworas

~28 BITS OF ENTROPY | | \WAS IT TROMBONE? NG,
UNCOMMON ORDER TROVBADOR. AND ONE OF
(NON-GIBBEREH) | ieNOWN THE Os WAS A ZERD?

BASE WORD \
- 2%= 3 Davs AT QQ‘SETZEZEO{’“S»
Troubddor®3 || el

( ':}E“WBLE ATTACK ON A WEAK RETMGTE

B SERVICE. YES, CRACKING A 4TOLEN

CAPS? COMMON NUOMERAL HASH 15 FRSTER, BT T3 NOT WHAT THE
SUBSTITUTIONS AEEEE USSR D Mot 0e0T:)

A\

DIFFICOLTY T0 GUESS: | | DIFFICULTY TO REMEMBER:
Coopommemme OO EASY HARD
l?guu ONE OF Aﬁreuqc;ﬂkmu FORMATS) '

~ 44 RBITS OF ENTROPY

correct horse battery staple

2" =550 YEARS AT

1000 GUESSES/SEC
FOUR RANDOM /

COMMON WORDS DIERCOLTY T cuESs: | | DIFFICULTY TO REMEMBER:
YOU'VE ALREADY
HARD MEMORIZED |T

THROUGH 20 YEARS CF EFFORT, WEVE SUCCESSFULLY TRAINED
EVERYONE TO USE PASSWORDS THAT ARE HARD FOR HUMANS
To REMEMBER, BUT EASY FOR COMPUTERS TO GUESS.




/etc/sysctl.conft

= puild with focus on security-and network stack tuning

® SOMe examples:

kernel.exec-shield = 1
kernel.randomize _va_space = 2

kernel.panic = 30
kernel.panic_on_oops = 30

kernel.sysrq =0 @

secured linux by default | www.securix.org



/etc/sysctl.conft

net.ipv4.tcp_syncookies = 1
net.ipv4.tcp_max_syn_backlog = 4096
net.ipv4.tcp_syn retries =5
net.ipv4.tcp_synack _retries = 2

net.ipv4.conf.all.rp filter =1
net.ipv4.conf.default.rp_filter = 1

net.ipv4.ip_local port_range = 1024 64000

net.ipv4.tcp_window_scaling = 1

.and much more

.4/‘/

Y
.
\ ) ! s;
:

W
I}
XY
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ptables configuration

= script for pushing/editing/saving firewall rules
® DOt scan detection

® gccess logging

= traffic divided into chains

= strict default policy

secured linux by default | www.securix.org



/etc/security/limits.cont

»  # default limits

v soft core 0

2 hard core 0]

2 hard nproc 200

2 hard nofile 2000

< hard fsize 1024000

v, - maxlogins 3

# operator group limits

@operators  hard  nproc pd00]0)

@operators  hard nofile 4000

@operators  hard fsize 10240000

@operators - - maxlogins 10

# service group limits

@services  hard nproc 40000

@services  hard nofile 45000

@services - hard fsize 1024000000 e

@services - maxlogins 100 C“\&/D
23 >

secured linux by default | www.securix.org



/etc/ssh/sshd_config

= Port 55522
Protocol 2
ServerKeyBits 2048
Ciphers aes256-cbc,aes256-ctr,blowfish-cbc
Compression yes
ClientAlivelnterval 15
ClientAliveCountMax 3
TCPKeepAlive no

PermitRootLogin no
PermitEmptyPasswords no
UsePrivilegeSeparation yes
StrictModes yes

AllowTcpForwarding no

X11Forwarding no
GatewayPorts no

secured linux by default | www.securix.org



PaXx - NOEXEG

®x [he goal of NOEXEG Is to prevent the injection and
execution of code Into a task's address space and render
this exploit technigue unusable under: Pax.

- segmentation based non-executable page protection [IA-32 only]
(SEGMEXEC)

- paging based non-executable page protection (PAGEEXEC)

- mmap() and mprotect() restrictions (MPROTECT)

<
- z‘é
o e -
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Pax - ASLR

x decrease success rate of attacks that require advancead
knowledge of memory addresses via-Address Space Layout
Randomization (ASLR)

- Main executable code/data/lbss segment base address
randomization (RANDEXEC) - ET _EXEG ELF

- mmap() and-brk() managed memory [libraries, heap, thread
stacks, shared memory, etc] address randomization (RANDMMAP)
ET_DYN ELF

o

- User stack base address randomization (RANDUSTACK) (&)
- Kernel stack base address randomization (RANDKSTACK) - é‘f?é

secured linux by default | www.securix.org



Grsecurity

x “Unlike other expensive security “solutions’ that pretend to achieve
security through known-vulnerability patching; signature-based
detection, or other reactive methods, grsecurity provides real
proactive security. The only solution: that hardens both your
applications and operating system, grsecurity I1s essential for
public-facing servers and shared-nosting environments.

Grsecurity Increased authentication for administrators, audit
Important system events, and confine your system with no manual
configuration through advanced Role-Based Access Control.” ..

A - -
S L
TNt —

secured linux by default | www.securix.org



Grsecurlity - features

x Nigh scalable Role-Based Access Control
® |earning mode for RBAC policies

® restrict access 1o /dev/kmem, /proc/<pid=>/maps, /proc,
kernel processes; linking, FIFO, dmesg, 10, ptrace, ...

» {rusted path execution
® hardened chroot environment

® fork bomb protection & randomized PIDs ()

secured linux by default | www.securix.org



Grsecurlity - features 2

network protections - randomized |P:1Ds; larger entropy
pools, random TCP seguence numbers, randomized TGP
source ports, tcp/udp blackhole, altered ping payload,
socket restrictions; ...

auditing - exec & chroot exec, ptrace, chdir, un/mount,
signal sent, fork failure, time change, append client |IP
address where possible, denied RWX mmap/mprotect
(PaX)

o

...and much more (¥
| %z 5:3 N

secured linux by default | www.securix.org



Grsecurity benchmark

x  Apache Benchmark:
This test profile measures
how many requests per
second a given system can
sustain when carrying out
700,000 requests with- 100
requests being cartied out
concurrently.

Source: http://grsecurity.net/~spender/benchmarks.txt

Vanilla
All grsecurity/PaX features enabled
B Al but RBAC
All but UDEREF
= All but KERNEXEC/UDEREF
All but KERNEXEC/UDEREF/SANITIZE
All but KERNEXEC/UDEREF/SANITIZE/STACKLEAK



Grsecurity benchmark

x  Apache Benchmark:
This test profile measures
how many requests per
second a given system can
sustain when carrying out
700,000 requests with- 100
requests being carried out
concurrently.

Source: http://grsecurity.net/~spender/benchmarks.txt

Vanilla

All grsecurity/PaX features enabled
B Al but RBAC

All but UDEREF
B All but KERNEXEC/UDEREF

All but KERNEXEC/UDEREF/SANITIZE
 All but KERNEXEC/UDEREF/SANITIZE/STACKLEAK




Why not SELInux’?

» puild as Linux Security Module (LSM)

® doesn't contain features -as Grsecurity (NX, ASLR, DoS
and fingerprint mitigation; entropy: pools, auditing, ...)

® complicated policy & no:learning moade
® \WOrse performance in benchmark tests

x developed and maintained by NSA (“Big Brother”)

_é;‘é_\

secured linux by default | www.securix.org
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Securix GNU/Linux

= follow “best practices” and standards with high-focus on security and
performance

» all services and system configuration: secured by default

® Own monitoring system which can-fix or inform-administrator about
problems by email or motd: (rkhunter, checksec.sh, secxmon.sh,
secxwatch.sh, XCCDF, OVAL, ...

® Update tool which can align system with current Securix configuration

= actively implement protection against new attack vectors (via update

o,

tool) where applicable C/D
a2

secured linux by default | www.securix.org
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Securix GNU/Linux

® anyone can contribute or suggest improvement!

x puild good pre-defined RBAG policies

x pinaries build with -SSP and PlE protection

x proactive security against buffer/heap/stack overflow and exploits
x gvery new settings must e tested on production environment

x pasically “it is still Hardened Gentoo™ with great support on
forums, IRCs and mailing lists

o

= .stay tuned CO

secured linux by default | www.securix.org
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Securix Installer

= written in bash under GPLv3 license
» system environment check and setup

» advanced auto-partitioning with LVM-and LUKS support
(noatime, nodev, nNosuid, NOEXeC)

® guto-detection/setup of architecture, bonding, serial console, http
proxy, profile; ...

» all you need s setup some essential variables like root passphrase,
hostname, root mail, etc.

= following methods KISS (Keep It Simple Stupid) and DASQ (Don't A§I><Q
Stupid Questions) | ;:;; B\
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lop security stories of 2011

(by Kaspersky)

®x Rise of “Hactivism’ -

Anonymous, LulzSec; ...

» HBGary Federal Hack

x BSA, Comodo and
DigiNotar incident

® Duqu (Stuxnet) -
undetectable for years

sony: Playstation Network
hack

Rise of Android / Mobile
malware

CarrierlQ - spy and
monitoring tool

. We need Securix

<
2'. ﬁ
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