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Kdo je Jakub Alimov

Nezavisly badatel v internetové bezpecnosti
http://cz.linkedin.com/pub/jakub-alimov/20/b10/332

Mall solutions — bezpeény, bez virli, bez spamd, dostupny
digitalni podpis

Spam... to je muj denni chléb

jakub.alimov@alinet.cz



Co Je to botnet

Ukazka infikace botnetem (e to snadne)
Sila botnetu

Prostor pro Vase otazky



Co je to botnet

Skodlivy software

= AdWare

= MalWare

= SpyWare

= SPAM

= DoS, DDoS

Infikuje PC => Zomblie (botnet +30 000 000)
C&C servery
Sofistikované



O co muzete prijit?

Penize na Vasich kreditnich kartach
Kontakty, jiné osobni udaje, e-maily
Vykon Vaseho PC

Veskera data ve Vasem PC



Jak se branit?

Aktualizovany OS — dnes jiz standart
Antivirovy program — aginné!
Firewall — prvni signal?

Vykon PC — velka napovéda

Spousta ochrany Ize resit jiz na ceste ke
klientskemu PC — na strané serveru

PARANOIA: Bezpecne PC je vypnuté PC

jakub.alimov@alinet.cz



Botnet Mapa?

Botnet mapa podle: Country Code
http://www.alinet.cz/botnet/geomap.htmi

Botnet mapa podle: IP

http://www.alinet.cz/botnet/mapa.php

(zakresleno random 1k IP adres)

jakub.alimov@alinet.cz


http://www.alinet.cz/botnet/geomap.html
http://www.alinet.cz/botnet/mapa.php

Ukazka infikace

Virtualni stroj s Windows XP SP2
E-mall

Pripojeni k internetu

= Spamovani
= TDL4



Sila bothetu

White paper

Denial of Service attacks against DNS
servers using the white horses

http://www.zone-h.org/news/id/4739
Autor: Boris Mutina, Jakub Alimov

jakub.alimov@alinet.cz


http://www.zone-h.org/news/id/4739

Sila botnetu - teorie

The RFC 2821 (3.6) fika:

”Only resolvable, fully-qualified, domain names (FQDNs) are
permitted when domain names are used in SMTP. In other words,
names that can be resolved to MX RRs or A RRs (as discussed in
section 5) are permitted, as are CNAME RRs whose targets can be

resolved, in turn, to MX or A RRs. Local nicknames or unqualified
names MUST NOT be used.”



Sila botnetu - priprava

(Pred)registrujem domenu trucsite.com
Zmenime DNS zaznam (pockame)

Zacnem posilat spam jako odesilatel
cokoliv@randomHASH.truscite.com

James@6agux4rs.trucsite.com

jakub.alimov@alinet.cz


mailto:cokoliv@randomHASH.truscite.com

Sila botnhetu — DNS priprava
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Sila botnetu - vysledek

Na IP 95.64.10.70 je DDoS na DNS service



Sila botnetu - vysledek

WHITE
HORSES
BOTNET SPAM DNS
F REQUESTS

ATTACKER

jakub.alimov@alinet.cz



Sila botnetu - vzorec

Vysledky utok = ( Po¢et doméng-wons X Pocet
NS servertpiwnsg X Pocet spamUu-worss X PoCet
WH 2-1000ksg X Pocet gquery od WH =aks )

= napor na Vase DNS servery, na Vasi
konektivitu

= DNS down = no mails, no www, no internals,no
services, no netowork?

PARANOIA: Bezpecne PC je vypnuté PC

jakub.alimov@alinet.cz



Dékuji Vam za pozornost

Jakub.Alimov@alinet.cz
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