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Agenddad

e DoS and DDOS - what is this about?
OO Much noise for nothinge
e DoS/DDoS and amplification

e DoS/DDoS and asymetry
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COULD | HAV
A CUP OF
COFFEE
PLEASE?
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SIMPLY EXPLAINED
PART 1:

DENIAL OF SERVICE
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THE SERVER
VIRTUALIZATION
PROJECT IS DONE,
AND THERE ARE NO

TROUBLE TICKETS.
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DOS

Denial of Service - a state when service, componer
or system is not able to perform it's function

affected could be the whole system, service or singls
component

permanent, repeating or temporary
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DoS attack

the goal is to disrupt the iInformation source or medic
and avoid usage by the regular users

makes use of the error, standard, asymetry - logicc
attack means

...or caused by the physical problem

note: who told only the flooding is the way
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DDoS attack

DDoS attac = DoS attack x more sources

INn case of DDoS the flooding is mostly in use
flooding by the regular requests seems to be ver
effective way

DDoS make use of asymetry and amplification
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DoS or DDoS¢e

DoS has a single source

DDoS needs necessarily the activity coordination 1«
be effective

DoS attack makes use of the asymetry

DDoS attack creates the asymeftry
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Attack targets

Important infrastructure parts: border gateway
mailserver, DNS server...

webserver/webapp/database

end user device or application

note: target might not be the data destinatio
(tfransit data, backscattel
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Too much noise for nothing?

DoS/DDoS damages on the rise, DoS/DDo
execution costs lower

attfacks more common also against the relativel
small tfargets, methods simplier

not working information systems can cause the chai

of other incidents
note: you can buy the insurance in case
of UFO abductions, can you do this for DoS/DDo
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... hothinge

If the farget are the companies...
...this can happen also to me

If the target are the public sector organizations...
...state services do not work, why paying taxes

If the farget are the communication means...
...NO connection = no command & control & salvatio

If the target are the end users...
...Is on foday somebody not important
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Network and application flood

SYN flood - very popular and still used w/backscatte
hping -a 10.1.1.1 -p 53 -S 192.168.100.115 -i u

UDP flood - also popular

Teardrop, RUDY, IRC floods, WiFi deauth flood

ICMP flood/Nuke - ...should not work anymore...
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YA UsSING flOOT. .

- C @ www.cisco.com/warp/pub
Summary
Cisco ASA 5500 Series Adaptive Security Appliances and Cisco Catalyst 6500 Series ASA Services Module are affected by multiple vulnerabilities as follows:

MSN Instant Messenger (IM) Inspection Dendal of Senvice vulnerability
TACACS~+ Authentication Bypass vulnerability

Fow SunRPC Inspection Demal of Service vulnerabilities

Internet Locator Service (ILS) Inspection Denial of Service vulnerability

® & & @&

* E T:' "u'M“-'n'.CiSEﬂ.{Gm Warp/ oun F || ! C0=53= 201 118 A8
Summary

Cisco [0S Software contains a memory leak vulnerability in the Data-Link Switching (DLSw) feature that could result in a device reload
when processing crafted [P Protocol 91 packets.
C ) www.cisco.com/wa c/707/cisco-s

Summary

The Cisco 105 Software network address tranclation (NAT) feature contams multiple denial of service (DoS) vulnerabdities in the translation of the following protocols:

o NetMeeting Directory (Lightweight Drectory Access Protocol, LDAP)
* Session [nitiation Protocol (Multple valnerabilities)
* H 323 protocol
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...the result is obvious :)
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Don’'t forget

IP spoofing Is one of the most iImportant aspects fc
DoS and DDoS attacks

request source IP address is changed (if ISP allows)

If random and changing ---> backscatter

if staticaly defined --->reflected DoS/DDoS
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Example: DNS fear in 2008

Dan Kaminsky presented his “Internet killing bug”

Dan,

Thisa is ancocher of our cliesncs and you do not have the permliasicon of the =
client to perform thiszs kind of scanning.

¥ou have triggered over 2,000 events for us in this range alone ar well =
a% caus=d a few gther minor aggravatcions.

While you may believe you are a rescarcher and doing good, performing =
your unavchorizaed CeEsTing on live ﬁ:ﬂﬂuﬂtlﬂﬂ ﬂlazrnrms 18 A :EFQ:EablE -
offsnae.

I am Jgoing to kEindly suggeat You sesek permission from various TaAargecs =
before you gontinue your egquotrzrescarchéguot: .

FPlease note I am under contractual cbhligations ©To IepoIt Yyour =
activities, WwWe have recorded your EQUot;SCAnSSqQuot; Oon over 26 devices glaobally =
and none of our cliencs have given you permissicon t©o perform these =
EgQuotrtestssguot:

Thanks

R Grant Lecnard=20

Technical Securicy Specialistc

ATtamp:T | Hanaged Security Services

Threart Managemene | MIDS | DDoS | Incernes Provece. | Analysis

rglecnard@act.com Elc:mailto:rglecnard@ems.act.SomEegT ) | b S1S=g =147 [ L =
515—-949—49002
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Solution is ...

Dan Kaminsky suggested DNSSEC (!), as a protectiol
means agains the DNS poisoning

but DNSSEC has other issues...

...DNSSEC zone walkin
.. mplementation weaknesse
...amplification for Do
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Example: amplification w/ DNSSEC

attacker sends the request to the DNSSEC server witl
a spoofed IP address

DNSSEC server responds with more than 30x bigge
data than the request was

If attacker manages o send the 10Mbps floo«
against DNSSEC server, 1t responds with abou
300Mbps (against the spoofed IP address) :):)

Dan Bernstein, hitp://cr.yp.to/talks/2010.12.28/slides.p
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Asymetry

Internet is very asymetric environmet, allows also the
sfrong 1o be attacked by the weak

data processing is mostly on the server side and the
networking components

DDoS attacks outballance this asymetry

DoS attacks make use of
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Asymetry and DDoS aftacks

one attacker cannot
disrupt one server

group of attackers can
handle more servers

botnet concept

botnet build of serverse
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Asymetry and DoS attacks

servers handle a big
ammount of requests

find the weakest point...

...the right data...

...and here we arel
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Example: Asymetry w/SSL

affer the SSL renegotiation fear there is an old nev
SSL fear

common server handles about 300 SSL handshake
per second

common client can request more than 300 SS
negoftiations per second

asymerftry result: one atatcker crashes one server
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Example:Asymetry with SSL

not only web servers w/HTTPS

s not a real flood but exhausting the systen
resources

SSL akcelerator can solve this but what if Do
becomes DDoS

tool freely available
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DoS on network backbone®?¢

/5-year old copper miner found the optic fibre

v bbecouk/news/ world-europe- 12598508

Pensioner in Georgia cuts Armenia off
from internet

An elderly woman in Georgla is facing a
prison sentence after reportedly causing
internet services in neighbouring Armenia
to crash.

The couniry Tound itself offling for hours on 28
March after cables linking (iemgia to Armenia
were damaged

A Georglan intenor ministry spokesman said a
T5-year-old woman had admitted damaging
fibre-optic cables while scavenging for copper

Fibre-oplic cables camy serices via Georgia 1o
Armenia

She has been charged and reportedly Taces up 1o three years in prison
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DoS o-la digg-deeper

something is wrong here... ;)

Bagrista prekopl opticky kabel

Ceské Velenice — Na 121 tisic korun se odhatiuje $koda, ktero
zpusobil fidié pracovniho stroje pfi vykopovych pracich

LZici bagru na zacatku fijna prerusil
opticky kabel, ¢imZ wiadil z provozu
pevne linky, ale i bankomaty a
podobné.

Podle sdéleného obvinéni nedodriel
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Short end

think about “what if”...
disaster recovery, plan B
prevention better than therapy

...the most impossible thing reverts to be enougl
dangerous
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Q&A

Thank you for listening!

500 Internal Server Error

Sorry, somethme went wrong.

![.-’&. team of lughly tramed monkeyvs has been dispatched to deal wath thus :zmmt'mu..;

Also. please mclude the followmg mformation m vowr eror report:

UgGBtkcPPhkae IB7S0NKEIOC0Z 143 BB PMIP 1bbt RpepeIHE ywzb SYIy-uTéhg
qoBsd40Vimall 13 1GwZBWlKmdbtigSqZETRcNpf fenMibkMDI POSyNEDbLAL
HFO6x6joyrMe pWE npg@T LT COmP 1434 DoDdD TuneC4AZ UHPNODZcMIxFbThs
BwddgB He1QvvopbxdvdLlwTaliAz¥mELOBOZZ 1IHNVWALNG 1507TkBLOUQGN 1t
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